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ABSTRACT

Background and Goals

Big Data have deeply influenced the People's DAafly style, work habits and thinking patterns. Bie
collection, storage and using process of Big Dagafacing many security risks and also the falga @all lead to wrong

or invalid data analysis results.
Methods

This paper expounds the importance of users’ pyiviacusing big data in China, and discusses thated!
concepts and problems of the network ethics andvorkt governance, and put forward the "privacy" pobibn

mechanism.
Conclusions

The current research on large data security anda@yiprotection is not enough both in China andoabr
The better way to solve the problem of large dataisty and privacy protection needs the combimatibtechnical means
and related policies and regulations. Enterprisedrto strengthen self management and ethical redmtst while users
need to raise awareness and abilities of privaogeption as well. That is to say to build up theivacy" protection
mechanism as follow: "self-discipline by enterpsisproactive governmental supervision, self-pratechy users" and the

effective effective credit network system.
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INTRODUCTION

China's internet companies have begun to enterfithé of large data since 2008. They obtain ther'sse
information resources and habits preferences blyzing the user's registration information, consagniecords, browsing
records, using preferences and so on. When useichacking the map, finding a restaurant, watckidgos, or shopping
online, web sites and software automatically coltata timely and do real-time data processingrder to recommend
similar or related services and information to ssgho may interesting in. In the future, with thevelopment of large
data technology from behavioral analysis to idgrditthentication, commercial advertising will abthieve “cross screen
marketing”. Therefore, the security and privacyés caused by the development of large data haz@rieea hot topic,
which led to the thinking about enterprise ethiad aetwork governance. In fact, the meaning ofdaita security is more

extensive. Besides the leak of personal privacgpleeare facing lots of security risks in big datarage, processing and
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transmission. It is essential to protect data sgcand personal privacy. But in fact, the big da&turity and privacy
protection are more serious and difficult than othexurity issues (such as cloud computing andrsilire the past. In the
context of large data, businesses, such as Faceamokot only the data producer, but also thetbaestore, manage and
use the data. Therefore, it is very difficult t@fact users’ privacy, simply by limiting the useusers’ information through
technical means. There is no doubt that the cdnsiréby corporate ethics and self-management, db age the

government's network governance are necessary.
HOW THE ISSUE BE PUT FORWARD

With the rapid development of information and netky@specially the idea of “Internet plus”, the @th of data
is very quick. According to statistit8, an average of 2 million users per second arehénuse of Google search,
Facebook users share more than 4 billion thingsipgr Twitter handle more than 34 billion the numbktweets per day.
At the same time, scientific computing, health céireance, retail and other retailer industrieodiave a lot of data in the
continuous production. In 2012, global informatiwais reached 2.7ZB, and this figure is expecte@dch 8ZB in 2015.
At present, big data has become another growtht @dter cloud computing in the field of IT. Accongj to Gartner
forecast, in 2013, the big data will cost $34 billiin IT field globally and the total cost of thesd's big data will reach
$232 billion in 2016. According to the digital uerse research report of International Data CorgoraiDC), in 2011,
the total amount of data that was created and dapimore than 1.8ZB and the grow thing trend foidhe new Moore's
law. That is to say, the global data volume douldesry two years, which is expected to reach toB3%Z 2020.
Meanwhile, the complexity of Data is also growirapidly, and its diversity, real-time and other cdempcharacteristics

are increasingly obvious.

The rapid development of network technology hasughd profound and significant social changes in the
political, economic, cultural, educational, sciiotiand technological fields, and has changed pEediving style.
Therefore, network also has broken the limits wigtiand space, in spite of bring prosperity and en@nce to mankind.

It makes all social and personal activities pulglid the civilization of mankind faced with a depdvnaked feeling.
That is the reason why network privacy, businesécgtand related issues have be paid more and attestion to,

and become a new hot topic of interest in the anédeircles.

A REVIEW OF THE RESEARCH ON LARGE DATA PRIVACY

Concept & Characteristics of Big Data

What's big dat& ? There has not yet a recognized accurate definiip enterprises and the academic
communities. Wikipedia defines the big data as dh&a that could not be grasped, managed and psstesith the

conventional software tools in a certain periodirog.

Net App Company think§' that big data should include A, B, C three elersemnalysis, bandwidth,
and content. Authoritative IT research and consglttompany Gartner defined the big data as: extreroemation
management and processing in one or more dimen#ads beyond the processing power of traditidnédrmation
technology. U.S. National Science Foundation (N8&fjned the big data as: large-scale, diverse, émmpong-term
distributed data generated by scientific instruregrsensing devices, internet transactions, e-naaitlio and video

software, network click stream and other variousrses. Although there are different expressionsretis a common
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point of view as that There is similarity betwede ttoncept of big data and “massive data”, “masdat”, but it has
been greatly beyond the traditional data in the datume, complexity and speed and beyond theiegigtchnical means

of processing capacity too.

To sum up, big data refers to the large scale amdptex types of data, so that it is difficult toeuthe existing
database management tools or data processing ajipiie to deal with. Big data has three main festuincludes volume,

velocity and variety. Big data can be divided itite following three categories according to théedént sources:

1. Data from human: kinds of data generated by lgé&opnline activities, which includes text, piotsr video and
other digital information; 2. Data from computeata generated by different types of computer systémthe form of
documents, databases, multimedia, etc. which aisludes log, audit and other automatically gendratdormation;
3. Data from the object: data collected by varidigital devices, such as the digital signal gersetaty the camera,
the various features of the human generated imidical internet of things, and a large numberatbdyenerated by the

astronomical telescope.
A Review of the Research on Big Data

Big data is once again a disruptive technologitelnge in the IT industry. It will have a great irapan the
concept of the management of modern enterprisggnational business processes, marketing desisam well as
consumer behavior patterns and so on, which mdledusiness managemental decisions more and mpendnt on

data analysis rather than experiences or intuition.

The domestic and foreign well-known enterpriseshsas Ebay, Amazon, Wal-Mart, Taobao, China Moaiid
VANCL etc., have launched the corresponding larg&a goroducts and platforms, and carry out a vartpusiness
analysis and application. From the perspective afiagement, the application of big data technologyupport business
analysis and decision-making has become a hottitireof the business school education. Data drfiamcial, strategy,

marketing and operational management researchractiqge guidance will become the focus of futureibess schools.

In 2008, R.E.Bryant from Carnegie Mellon University the United States, R.H.Katz from University of
California, Berkeley, E.D.Lazowska from Universitf Washington, rely on the Computing Community Gotism,
published the white book “big data computing: Scerbusiness, and social revolutionary breakthreugrhe researchers
and industry executives are aware of the new usésnsights of big data. Subsequently, EMC, IBM, ifcrosoft and
other global well-known companies have adopted abeuisition of large data related vendors to acehigachnical
integration and implement their big data stratdymestic and international advisory bodies have e#eased big data
related research reports, and actively follow upeaech and development and application in the fadldig data.
May 2011, EMC made a special lecture “When Cloudn@ating Encounter Big Data”, in World EMC 2011 cergfnce,
which described the concept and technical develaptnends of cloud computing and big data. In Oetak011, Gartner
listed big data into the ten major strategic emm@gdiechnologies in 2012. In November, China's agadechnology
conference hosted by CSDN held in Beijing succdlgsiBig data industry gradually formed a new tresfddevelopment.
In March 2012, the U.S. government invested $20amiinto “big data research and development paogt In April
2012, the United Kingdom, the United States, Gegnkimland and Australia researchers jointly latetttthe world's big
data week campaign”, that is designed to promategthvernment to develop a strategic big data measum July 2012,

Japan launched “the new ICT strategic researchrgn@y Most of the existing big data researches lmased on the

| Articles can be downloaded fromwww.impactjournals.us |




| 10 Tang Shaoging & Guo Yijing |

information science, focusing on the acquisitiotgrage, processing, mining and information secudfybig data.
There are fewer researches that based on the chamgeimpacts of the big data for the productiomagament and
business operation of the modern enterprise frarptint of view of management. There lacks theyamimland research

on value creation of socialization, the networlenferprises operation and the real time marketreagen.

Application & Development of Big Data

The big data mining and application in marketirges, human resources, e-commerce and other bsisiness
have been widely carried out, and have achievedaneble results. From this point of view, big daterks the
data-oriented research and application has gooedhrthe initial stage, into a mature and deepenéw era. Enterprises
obtain a trillion bytes of information about consennsupplier and operations management from thetantly generated
transaction data. Millions of network sensors anplanted into mobile phones, smart meters, carsraachinery and
other devices to sense, create and exchange d=ahtilRe communication and content sharing fromdneds of millions
of Internet users in social media play a key rolexponential growth of big data. Big data can jpgliad to various fields

like science, medicine and business, etc. WitHititernet plus” mode, it can be used in followilgde aspects:

* To obtain objective knowledge and forecast the igwreent trend. The first and most important purpokdata
analysis is to obtain and take use of knowledgecaBse the big data contains a large amount of naligi
real information, big data analysis can effectivabandon the individual differences and more adelyrayrasp
the essence of rule through the phenomenon. Bastteknowledge and characteristics, it can pret&natural
or social phenomenon more objectively and accwyraBdogle Flu Trends website is a typical casesldased the
world's influenza situation analysis and predictibrough the statistical information searched bypgbe and the

source of the search determined by querying Gogrgieer log IP address.

» To analysis individual data and master personaligatures. When individual activities meet the eletgristics of
certain groups, it also has a distinctive perstyaharacteristic. These characteristics may vadely as in the
“long tail theory”. Enterprises can analyze usdmshavior through a long multi-dimension data acdatmn,
and depict the outline of the individual more aately, which helped to provide better personalipeaducts,
services and more accurate advertising recommemd#&bi users. Enterprises as Jing Dong and Tao Bho d
personalized analysis for the user's habits anteqgmces through its big data products to help @didees to

assess the efficiency of advertising activities fomdcast market scale in the future.

» Truth identification through data analysis. No imf@ation is better than wrong information. As theesul of
information is more convenient by internet, so fhkse information may cause greater harm. For el@mp
in April 24, 2013, the Associated Press Twitteieasled the false news that President Obama suffenextist
attacks because the account was theft. Althouglfelbe news was banned in a few minutes, it gdlto a brief
dive in the U.S. stock market. Due to a wide raofyjdata sources and its diversity, to a certaiemtxtit can help
to distinguish true information. At present, peoplegan to try to identify false information usingy lata.
For example, Social site Yelp uses big data terfifalse comments and provide more authentic cortsren

users. Yahoo and Think mail filter spam using tat¢adanalysis techniques.
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IMPORTANCE ANALYSIS ON BIG DATA “PRIVACY”

According to Wikibon's research report, in 2013 ¢iee of world's big data market is about $18.fidvilwhich
has an increase of 61% than in 2012. And it is etgueto keep the growth of 30% per year in 201i& #lso expected that
the total amount of data in China in 2020 will e&&4ZB (1ZB =1024GB4) that accounts for 24% of tiebal data,

which will surely become the world's first data povand the “world data center”.
The Concept and Characteristics of Privacy

Privacy'® is sensitive personal information that does nontvia be disclosed. Banisar et al. divided personal

privacy into four categories:

» Information Privacy. Information privacy means meral data management and use, which includes #rityg
card number, bank account, income and propertyusstanarriage and family members, medical records,
consumption and demand information (such as shgppuny a house, a car or insurance), network agtikaces

(such as IP address, browsing traces, activities) e

e Communication Privacy. Communication privacy refexcommunication information through various ways

communicating, which includes telephoning, QQ, Einvde Chat, etc.

» Space Privacy. Space privacy refers to informatiospecific space or area that people access, whathdes

home address, work units, and public places.

« Body Privacy. Body privacy means the protectiothef integrity of body that to prevent invasive gi&ms, such

as drug testing, etc.

Personal privacy mentioned in this paper, referpemsonal information in private life that not bdliwgful to be
known by others, such as those sensitive informaiticluding user's identity, track, position and@u The scope of
privacy includes personal information, activitiesdaspace. Network privacy is the extension of myvaight in the
network. It refers to the rights that personal, lifformation, and activities should be protectgddw, and should not be
infringed, known, collected, copied, used and diset! by others. It also refers to forbidd to reasisitive personal
information on the internet, including the factmages and the opinions of the smear. In NovembgeP@83, the United

Nations adopted the resolution for protection dfuweek privacy launched by Brazil, Germany.
Commercialization and Openness of Personal “PrivacyBy Big Data

In 2014, during the “double 12" period, Jing Dofigp Bao, and other shopping sites provide manyairgoods
on the bottom of the page as “you may need” colwhan you search for items, which makes consumeisda variety
of choices that are difficult to choice. Online samers worried about the commercialization and negs of personal

“privacy” as “big data may lead to meaningless bagt “It's affecting my decision and | feel likenllosing my freedom.”

Under the influence of the herd mentality, consiemeitl think that the majority of people's choicereasonable
and correct, for which their shopping decisionseasily be controlled. Compared with the traditioseration mode, the
network platform greatly enhanced the influence aadtrol on users through the big data computing iém analysis

result. Consumers sometimes really do not know théir own choice, or the choice of large datee Hss you cannot do
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without big data, the more deeply you are contrdigdt.
The Dilemma of Personal Privacy and Security Protd®n

With the coming of big data era, data collectiod atorage are more convenient. But users cannetrdete the
use of their own privacy information because theklaf standardization and regulation and the relimgcorporate
self-discipline. In October 2013, A report releabgdhe domestic vulnerability monitoring platfofglouds” said that the
check-in records of 20 million customers in Homa &nd Hanting hotel were compromised due to thstieg third party
storage and system vulnerabilities. In May 2014y watabase of MIUI forum was spreaded in the hackenmunity,
which caused worries to a large number of fans ®)IMIn January 2015, the personal information 03 illion
candidates who participate in the examination atg@duate was sold at the price of 15 thousarus. df facts as above

showed that the essence of big data era is a batteeen the businesses and between individualthariolisinesses.

At about 17:30 of May 27, 2015, due to the netwailure, the payment account of Alipay are unabléogin.
Alipay's official response explained it is due ke ffiber broken in Xiaoshan District of Hangzhond dhey will switch
users’ requests in emergency to other computer-rédtimough Alipay stated that the user's finansieturity will not be
affected, but the users are still worried due ® thdisplayed account balance. After that, in tleening of May 28th,
the Ctrip's official website and app suddenly quled and the page reported the wrong code 404ougth Ctrip
responded that it is because some of its servédierad unknown attacks and the data is not lostrsuare also worried

about the potential risks of users’ informationkiege.

The big data will be related to the user's persamnal property security in the future, it is necegta publish
relevant law to clearify the rights and ways to yssonal data by enterprises, and establish meghaior rights
safeguarding to information disclosure, and grdgluaiprove a set of data security system that lthikp multiple aspects

as law, technology, management, application andldpment.
Absence of Legislation for Privacy Protection by Bj Data

A large number of facts show that big data will saugreat harm to the user's privacy if it is notpbeperly
handled. According to the difference of the continatt needs to protect, privacy protection canusthér divided into
location privacy protection, identifier anonymityopection, connection relationship anonymous pitadacand so on.
The threat people faced with is not limited anyp#&ysonal privacy leak, but also lies in the pespd¢atus and behavior
prediction based on big data. A typical example¢hist a retailer knows that a woman has been préghaough her
historical records even early than her parentsraaits her related advertisement. And research oralseetwork analysis
also shows that users’ attributes can be foundutiivdhe group characteristics of big data. For exanusers' political
leanings, consumption habits and preferences fachwbport team can be found through the analysitheir Twitter

messages.

Some enterprises often think that the informatioeit tdoes not contain the user's identifier aftemannymous
process can be published. But in fact, it cannbtea® the goal of privacy protection only througtoaymous protection.
For example, AOL has announced parts of searchisigrig after be anonymously processed for threeth®ofor people to
analyze and use. Although personally relevant ifleation information is carefully handled, somecoeds can also be

accurately positioned to specific individuals. THew York Times immediately announced a user that rexognized,
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the user NO. 4417749 is a widowed woman who raisddgs and is suffering from a certain disease. Uig®gs’ privacy

protection in China should be the same, or similar.

At present, China's user data protection mainliesebn the self-discipline by enterprises due ® Itk of
regulations and supervises for data collectiomagg®, management and use. In the commercial ssees should have the
right to decide how their information is used inl@r to achieve the controllable privacy protectignusers. For example,
the user should be able to decide when and how itifermation to be disclosed and when to be dgstio Such rights

includes:
» Privacy protection in the process of data acquisjtsuch as data accuracy.

e Privacy protection in the process of data sharindg publish, such as the anonymous. Processindiciaiti

interference, etc.
» Privacy protection in the process of data analysis.
»  Privacy protection for life cycle of data. (5) Paoy data destruction that can be trusted.

But the fact is that users could not know all thabeve. Furthermore, even if they knows these ghinesy are

still in disadvantage and unable to protect tregjitimate rights and interests without the reldéads and regulations.
Harms of Personal Privacy Leakage

The frequent occurrences of personal privacy leakaathreat to personal safety and even the magorfs that
affected the public security. According to the istats of Beijing Zhongguancun police station, 2, the annual report
of telecommunications fraud accounted for 32% effiling, which are the highest proportion in alse types. Six means

are often used in fraud:

(1) To pose as public security organs, postal sesyi telecommunications, banking, social secutiaff or
relatives to commit fraud after the disclosurerdgbimation from individual or friends circle; (2pTpose as sellers to fraud
after the disclosure of shopping information, thiscounted for 42% of the filing; (3) The winningafid after the
disclosure of communication information, such a®mh QQ or mail; (4) False recruitment informatiafier the
job-hunting information leaked; (5) Online datirgdd after dating information leaked; (6) Kidnagpfmaud after family
information disclosure.

Thus, many companies, in varying degrees, areadisg the users' personal information.

Personal privacy information leakage caused pawitie users fear that the privacy data is lost dicioas theft.
A public opinion survey report shows that 72% peaple worrying about their online behavior beirsgked and analyzed
by the company. As a result, most people raisawaeness of privacy protection, but many compasiieisot pay enough

attention to the user's privacy protection whichseal the loss of potential customers and econoemefiis.
Analysis on Dishonesty of Big data

Information security is related to the credibility the data analysis, that is, “dishonesty” analysi common
view for big data is that data themselves can éxmaerything and the data itself is the fact. Bufact, if it is not been

carefully screened, the data will deceive, whi&ldithat people sometimes are deceived by theireyes.
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One threat to the credibility of the big data is deliberately make fake data that can lead to eoos
conclusions. If data application scenarios arercieanay be deliberately manufactured to creatéalse impression” to
induce favorite analysis. False information hidde large amount of other information, make ifidiflt to identify the
authenticity, so as to make the wrong judgment. &éatse comments on site that mixed in real comsare difficult to
distinguish, which may mislead users to choose sgoeels or services of poor quality. The emergemcedissemination
of false information in the current network commntynis becoming more and easier, so its impacts aarre
underestimated. It is impossible to identify thetheaticity of all sources of information by infortian security

technology.

The other threat to the credibility of the big dé&aprogressive distortion of data in propagati@Gme of the
reasons is that the manual intervention in the datpuisition process may lead to error, and thaga distortion and
deviation may affect the accuracy of the data aialyMoreover, the change of the version of tha d&blso a factor for
data distortion. In the process of communicati@tause of the changed reality, the early dataatmie has been unable
to reflect the real situation. For example, thenghaoumber of a restaurant has been changed, img heen collected early

by other search engines or applications, so usayssee conflicting information and be affected mking a judgment.

So data users should have the ability to understaadreliability of data and prevent meaninglesswoong

analysis results based on authenticity of dataces,idata transmission, data processing process, et

SUGGESTIONS AND COUNTERMEASURES TO STRENGTHEN THE NETWORK ETHICS &
GOVERNANCE

Privacy protection is a complicated social problémaddition to the advanced technology, it's ate@ds to be
combined with the relevant national policies andustry regulations to protect personal privacy amndid the threats to

personal safety and property losses.

Network Ethics

Network ethic$*’ means the moral consciousness, behaviors anegherules people should abide in network.
Its manifestations are on three levels: On the epnal level, the prevalence of personal liberglismthe standard level,
the failure of operation mechanism of moral staddan the behavior level, the spread of immoralavér. And the
reasons are as follows: network structure defestenomic interests and the lack of laws and reiguiatrelated, etc.
The constructing of network ethics needs obey theiple to adhere to the promotion of a bette filr mankind; and the

principle of equality and mutual benefit, freedond aesponsibility, informed consent and harmless.
To Formulate & Improve the Rules and Laws for the Potection of Internet Privacy

The Civil law draft assented by the 31st sessiothefNinth Standing Committee of the NPC, Dec 222,
had clearly defined that private information, aitiéds and paces are all categories of privacy. "Hretection Regulation
for Minors" stipulates that the privacy of minossforbidden to disclose. That is to say the righprivacy is one of the
civil rights of citizens. Guo Y{P' researched how to establish the legal systemrsbpal data protection in China and put
forward specific suggestions on how to developraiependent and comprehensive personal data pootentd on how to

use personal data correctly for personal data users
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In the era of big data, the original specificatafrtinkering has been unable to meet the needseoptotection of
personal privacy, and to suppress the risk brobghbig data. It is needed to redefine rules to nteetnew demands.
Data providers, businesses, and governments neggdette the attention for privacy protection. Takiesponsibility for
the behavior of the data use, establishing ancepiénfy the laws and regulations on the protectibpessonal privacy,

and strengthenting industry self-discipline by shgpndustry privacy law are ways to protect peedqrivacy.

Mar 8th, 2006, The CDNCA central enterprise Comemitsubmitted a “Personal Information Data Protaectio
Law” proposal to the Congress in the NPC Conferemdgch requires to set clear limit on personabinfation data
collection, using, marketing and other aspectsutinothe development of regulations, and punishatimhs so as to
improve the protection of civil rights and security ensure social stability and national secusty to enhance economic
development. “Personal Information Data Protecti@w” proposes changes from four aspects as: dagaisition,
data-use limitations, data -marketing limitatiomsl ariminal penalties. Although the proposal hagabe significance at
that time, but for the era of big data today, thpseposals are not able to meet the needs of pargoivacy data
protection. So, it is time to establish a geneardé data “personal privacy data protection lavwgdobon the characteristics
of big data and privacy data. The rights to propeatsonal privacy in the era of big data should&serted, and the scope
of personal privacy protection should be clarifidthe object of legal jurisdiction is the users dhd enterprise or the
specific organizations. It is better to set up mir@st a special trade associations and industfyegulatory organizations
to assist the relevant government departments pergise the implementation of the law, such as &Hhimternet
Association. The collection, use, disseminatiorgrsty and criminal punishment of personal data kEhbe concerned

when the law is being established.

» Regulations on data collection: Any enterprise rgaaization cannot collect personal informationdqparticular
purpose. Eavesdropping should be sure to avoiddrptocess of information transmission. Specifier ggoups
could not be tracked in order to attempt to obtagre detailed information about them. The persarfalmation
collected by enterprises or organizations shoult b@ abused or sold without the acknowledgementhef

individuals.

» Regulations on data use: The secondary use ofrmdrpavacy data should ensure that they cannddieleaked
or abused. A strict hierarchy access control sgsathould be established to ensure the securipen$itive data

in the process of data using.

* Regulations on data publishing: Published datariméion is not only conducive to data mining resbadyut also
to protect the privacy of personal information. Tdieta publishing should have a very clear defintharity,

which can help to avoid the leakage of personaigsi.

* Regulations on data sharing: In the process of dhtaing, the two sides need to sign a legally reghtor
agreement to ensure that the user's data couldenobmpromised. Once the disclosure of privacy datared,

all participating parties should take correspondinginally responsibilities.

» Criminal punishment: In violation of the above rkdions, the related enterprise or organizationukhaake

severe criminal penalties according to the sevefitihe harmness to personal life or property.
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Aug 21, 2015, The Supreme People's court trial citteendiscussed and passed “the provisions of threbne
People's Court on Several Issues concerning thiicappn of law in the case of civil disputes oibe use of information
networks to infringe upon the rights and interasitshe people's court” which will carry out from t©@ber 10, 2015.
In many places, the relevant local laws and regatare set up based on local actual situatioch a8 “Regulations of

the Shenzhen Special Economic Zone on Internetrirdtion Service Security”.
The Insistence of Business Ethics and the Responiitly of Privacy Protection

July 2013, Ministry of industry and information temlogy issued the "Regulations on the protectiopevsonal
information of telecommunications and Internet gSewhich put forward clear requirements for telecounication
service operators and Internet information seryoeviders when they collect the users’ informatidimat is to say,

without the user's consent, they should not cothectse the users’ personal information.

If a user wants to use a certain service on thernet, service providers often require users tolyafqr
registration and fill in the login name, age, addrelD card, mobile phone number, work units andeiotidentity
information. In addition to, users are asked teeagrith some of the terms and conditions they hmade. Lots of users
will tick agreement without reading them carefuliyvhich makes the rights to control and use usefsrination legal.
In the era of big data, it is essential to set ugferent privacy protection model that focusestba responsibilities

data-users should take but not on the agreemenggjistration. Such responsibility transmissiomeaningful.

Data users understand how they want to use dataatigone else. They should responsible for theivities as
that they are the biggest beneficiaries of the s&capplications of the data. Service providers needse a formal
evaluation method to evaluate the impact of theabiehn of the data reuse on the individual, and ifmigact can not pose a

threat to the user's life.
To Establish an Orderly Network Governance Space by aw

It is necessery to promote the rule of law in cgpace in order to promote the development of thiefhet +”.
One of the ways to keet network security is to gebthe Internet economic information and markatgaction security,
and to protect the personal privacy of consumersidw of the current bottleneck problem and trenklfield of laws and
regulations, it is essential to sort out relevamtd and regulations and to promote the applicatfahe current law to the
network space to establish honesty credit envirarijria which faithfulness will be motivated and htismesty will be

punished.

“Internet plus” brings convenience to our dailyelifout also brings a series of problems. Theret@oemain
reasons for the appearance and long-term existhitegernet privacy loopholes as follows: Firstlggal punishment is
not strict enough, so that the interests-relatdgjests get the “speculative psychology”. In westeountries, personal
privacy is strictly protected, whatever it is byifsisciplined or legislative mode, it has a stragfinition and legal
protection for network privacy. But here in Chingith the illegal thinking that “the law could noupish numerous
offenders”, internet users, media, businesses amer oelated responsibilities, in the protectionimdernet privacy, are
extremely irresponsible. Secondly, there lacks itrednsciousness and system of Network privacy aedsonal
information. Although the relevant sites clearlpmised not to leak personal information when trexyuire users to fill in

personal information, they are not strict in seliragement under the driving of market interests.

| Articles can be sent teeditor@impactjournals.us




| The Analysis Based on Big Data for the Enterprise fhics & Network Governance 1|7

To protect internet privacy, it is necessary ta@ase the cost of disclosure and invasion of petgmtivacy by
law. To rectify internet privacy vulnerabilities\arease the cost for illegal activities, and adherthe law could establish a

social consensus to protect the privacy of indigidu
To Enhance Self-Discipline by Building a Network Inegrity System

It is essential to adhere to the “integrity systdor’safe and long-term protection of the Intenpetsonal privacy.
Punish the leak by means of law is the only wayptomote “Four Comprehensives” and realize legal éowng.
However, the function of law also has its boundang limitation which could not solve all the probke It is also
essential to build more perfect credit system apda create a credit environment on the interoetifiternet users and
related subjects. When the related subjects lasie ¢hedit, it is equal to lose the future and neairks well, which could

cause the less of motivation for information leak.
To Form Social Consensus by Propaganda

All coercive means are for better protection ofspeal privacy. While strengthening the constructibinternet
privacy laws and the integrity, it is also needsteengthen the work of propaganda. Creating andegting internet
privacy should establish a broader consensus oralspdvacy, law and security and the internet emwiment of

combination of respect and credit.
CONCLUSIONS

To sum up, the current research on large data ise@nd privacy protection is not enough both inif@hand
abroad. The better way to solve the problem ofdadgta security and privacy protection needs thebaaation of
technical means and related policies and regulati®nterprises need to strengthen self managemuhtethical
constraints, while users need to raise awarenesslailities of privacy protection as well. Thattessay to build up the
"privacy” protection mechanism as follow: "self-djdine by enterprises, proactive governmental suip@n,

self-protection by users" and the effective creditwork system.
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